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Welcome to the 162nd edition of this newsletter. The year 2016 was a good one for me. In the first
half | was working for techUK in a variety of roles. The one that stands out most was serving as the
Satellite Applications and Services Programme Manager. For the first time | was able to step back
and understand the bigger picture across satellites and space, from connectivity all the way through
to earth observation.

One of my responsibilities was organising a conference on The Gigabit Train. Today no one would
think twice about a train achieving a gigabit of total throughput, uplink and downlink, but back then
it was highly ambitious. The 5G standards were not fully defined and the industry was firmly fixated
on millimetre wave. During the seminar we explored many ideas, but it was simply too early for
most to demonstrate a working solution or even a prototype. | made sure the satellite community
had a voice at the conference, but everyone knew the scale of the task ahead.

| later found what felt like a dream job at a US start-up focused on Open RAN, virtualisation and rural
connectivity. It gave me a completely different level of exposure, while allowing me to put
everything | had learnt at techUK to good use, including spectrum, communications infrastructure,
satellite approaches and virtualisation.

One of my early outings was to the 5G World Summit, which used to be a major event centred on
mobile networks and connectivity. During an interview there, | made a passionate case for satellite
to play a role in fixing coverage gaps and improving reliability. | was hoping we might see this
become a reality by 2030.

As you will no doubt be aware, progress has been remarkable, with some services already live and
others close behind. It was hard to imagine this happening so quickly in the broader scheme of
things. Now the focus must shift to other promises on the horizon and the work needed to make
them possible.


https://newsletter.3g4g.co.uk/p/mobile-wireless-roundup-no-162
https://web.archive.org/web/20160416141024/https:/www.techuk.org/insights/meeting-notes/item/8136-the-gigabit-train-2/
https://www.youtube.com/watch?v=v1A_RATmCVE

For those of you who don’t know me, | am a technologist with more than 25 years of experience in
mobile wireless technology, and | now work as an independent advisor, analyst, consultant and
trainer. This newsletter is a summary of my posts and other news that has caught my attention since
the last edition.

Network Security in Mobile & Telecoms

LinkedIn Group

e NTT DOCOMO Achieves Successful Outdoor Trial of Al-Driven Wireless Interface Toward 6G
(PR)

e Light Reading: A look inside China's 6G development engine (link)

e Telecom TV: 6G looms large in latest Ericsson report (link)

e Free 6G Training: Samsung’s Research Vision for Energy Saving in 6G Networks (link)

Energy Saving for 6G Network: Part Il, From Always-ON to Smart-ON
Samsung Research Blog, July 2025
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Figure 6. (a) 6G Dynamic Cell On/Off Utilizing Upink WUS and (b) Coordinated UE DRX and Cell DTX/DRX

Extended SSB Cycles On-Demand & Spatial SI Broadcasting
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https://www.docomo.ne.jp/english/info/media_center/pr/2025/1117_00.html
https://www.lightreading.com/6g/a-look-inside-china-s-6g-development-engine
https://www.telecomtv.com/content/6g/6g-looms-large-in-latest-ericsson-report-54345/
https://www.linkedin.com/feed/update/urn:li:share:7398033469408399360/
https://www.linkedin.com/groups/13110074/

® 5G

e 5G+ and 5GA Icon (Pictogram) in New Smartphones (link)

e Operator Watch Blog: 5G, Mergers and Momentum in Thailand’s Mobile Sector (link)

e Morocco World News: 5G Covers 60 Cities as Morocco Makes Fiber Optic Mandatory for
New Buildings (link)

@® 4G/LTE

e Rudolf van der Berg on LinkedIn: "4G phones to be blocked in Sweden, because they don't
support emergency calls over 4G! Phones that require the SIM to be removed to be able to
make an emergency call need to be blocked by 1 December 2025..." (link)

e Light Reading: TPG warns Samsung users: update phones now after Triple Zero death (link)

e  Chris Cockings on LinkedIn - Field Testing: UE Capability Information - Letting the Network
Know (link)

@ Open & Disaggregated Networks (including Open RAN, vRAN, etc.)

e Light Reading: Telus went all in with Huawei — now it's all in with open RAN (link)
e Paul Rhodes on LinkedIn - Friday Thoughts: A tale of 2 missives! (link)

@ Spectrum

e PTS Sweden: The auction in the 1800 MHz band has ended (link in Swedish) - 25 MHz to
Net4Mobility (Tele2/Telenor) and 10 MHz to Telia.

e Richard Haas on LinkedIn: "Some major, unprecedented spectrum news today. Germany will
have to repeat its 2019 5G auction after its appeal failed. In 2024 a court deemed the auction
to be illegal, siding in favour of Freenet and EWE. Both companies are virtual mobile network
operators (MVNOs) who alleged the 2019 auction rules left them at a disadvantage..." (link)

e Broadband Breakfast - Dean Bubley: Key Lessons from Hong Kong’s 6 GHz Spectrum Auction
(link)

e Light Reading: FCC pushes ahead on upper C-band auction (link)

e The morning, Sri Lanka: Govt. targets over Rs. 9 b from 5G spectrum auction (link)

e Yves Blondeel on LinkedIn: "#upper6GHz EU: Radio Spectrum Group - #RSPG Opinion on
Long-term vision for the upper 6 GHz band (RSPG25-031 FINAL)..." (link)

@ Private Networks

e RCR Wireless: China Mobile targets cross-border scale for private 5G as industrial demand
accelerates (link)

® Telecoms Infrastructure, Small Cells, Antennas & others

e RCR Tech: Are we approaching a post-chip era of ‘Data Centers in a Box?’ (link)

e Ecofin Agency: Meta Completes 2Africa Subsea Cable System Connecting 3 Billion People
(link)

e Paul Rhodes on LinkedIn - Tuesday Towers: Streetworks Down Under! (link)

® loT / M2M / Smart Homes

e Verizon Business: 2025 loT Market Insights Report (link)
e Denis Laskov on LinkedIn - Hacking and protecting the loT ecosystem: hardware security and
key attacks you should know (link)


https://www.linkedin.com/feed/update/urn:li:share:7396218215749603328/
https://www.linkedin.com/feed/update/urn:li:share:7397599107768279040/
https://www.moroccoworldnews.com/2025/11/268031/5g-covers-60-cities-as-morocco-makes-fiber-optic-mandatory-for-new-buildings/
https://www.linkedin.com/posts/rudolfvanderberg_operat%C3%B6rer-ska-s%C3%A4kerst%C3%A4lla-tillg%C3%A5ng-till-activity-7397651264152653824-6ahC/
https://www.lightreading.com/wireless/tpg-warns-samsung-users-update-phones-now-after-triple-zero-death
https://www.linkedin.com/posts/chriscockings_fieldtesting-3gpp-catm-activity-7396749406684946432-X20H/
https://www.lightreading.com/open-ran/telus-went-all-in-with-huawei-now-it-s-all-in-with-open-ran
https://www.linkedin.com/posts/paulrhodes_telus-was-all-huawei-now-its-all-in-with-activity-7397590668929339393-Aioe/
https://pts.se/nyheter-och-pressmeddelanden/tva-budgivare-vann-tillstand-i-1800-mhz-bandet.-den-totala-auktionslikviden-uppgar-till-652-190-000-kronor
https://www.linkedin.com/posts/richardhaas99_some-major-unprecedented-spectrum-news-today-activity-7397611194334990336-7fpk/
https://broadbandbreakfast.com/dean-bubley-key-lessons-from-hong-kongs-6-ghz-spectrum-auction/
https://www.lightreading.com/5g/fcc-pushes-ahead-on-upper-c-band-auction
https://www.themorning.lk/articles/8hHusU1X9BhIJxQf1e3I
https://www.linkedin.com/posts/yves-blondeel-a37500_3301c2fd-7bff-4ecf-bfcd-cfb572a5972fen-activity-7396177164158599170-wxps/
https://www.rcrwireless.com/20251117/private-5g/china-mobile-cross-border-private-5g
https://rcrtech.com/ai-infrastructure-news/can-wafer-driven-data-centers-in-a-box-solve-the-reticle-problem/
https://www.ecofinagency.com/news-infrastructures/1911-50621-meta-completes-2africa-subsea-cable-system-connecting-3-billion-people
https://www.linkedin.com/posts/paulrhodes_mobile-networks-invisibleinfrastructure-activity-7396434548051554304-lPrd/
https://www.linkedin.com/feed/update/urn:li:share:7397714473299517440/
https://www.linkedin.com/posts/dlaskov_cybersecurity-tech-hacking-activity-7396270281691951104-j_KE/

@ Satellites, HAPS, Drones, UAVs & Space

e Dean Bubley on LinkedIn: "Unexpectedly detailed presentation from Amazon Leo (formerly
#Kuiper) at WiFi NOW Congress in Dubai. Especially viewed against Starlink..." (link)
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e Orange becomes the first European operator to offer satellite SMS service using "Direct to
Device" technology (PR)

o Telecom TV: KDDI strikes D2D roaming deal with T-Mobile US (link) — KDDI PR in Japanese
here.

@ Security & Privacy

e BSI, Germany: Study and risk analysis of PKI systems in 5G (PDF)

e Dmitry Kurbatov on LinkedIn - Al-driven cyberattacks: hype or a real shift? (link)

e Denis Laskov on LinkedIn - Hacking EV chargers by attacking Qualcomm modems: 41 out of
69 tested chargers are affected (link)

e  Eric Priezkalns on LinkedIn: Europol’s New Paper on Caller ID Spoofing Is Better than
Anything Else You Will Read on This Subject (link)

e Tom’s Hardware: Microsoft Azure Blocks Largest DDoS Attack in History — attack equivalent
to streaming 3.5 million Netflix movies at once, 15.72 Terabits per Second from 500,000 IP
addresses tied to loT botnet (link)

e Dmitry Kurbatov on LinkedIn - 2025: Three Korean Telcos Hit by Cyber Attacks (link)


https://www.linkedin.com/posts/deanbubley_kuiper-satellite-starlink-activity-7396839511747354624-eDPV/
https://newsroom.orange.com/orange-becomes-the-first-european-operator-to-offer-satellite-sms-service-using-direct-to-device-technology/?lang=eng
https://www.telecomtv.com/content/access-evolution/kddi-strikes-d2d-roaming-deal-with-t-mobile-us-54321/
https://newsroom.kddi.com/news/detail/kddi_nr-828_4211.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Studies/5G/5G_PKI_Systems.pdf?__blob=publicationFile&v=3
https://www.linkedin.com/posts/dmitry-kurbatov_aisecurity-cybersecurity-aitools-activity-7396870976682098688-250f/
https://www.linkedin.com/posts/dlaskov_automotive-electric-qualcomm-activity-7397394812829818880-IO_W/
https://www.linkedin.com/posts/ericpriezkalns_europols-new-paper-on-callerid-spoofing-activity-7396805773668032512-i2Lu/
https://www.tomshardware.com/software/security-software/microsoft-azure-blocks-largest-ddos-attack-in-history-attack-equivalent-to-streaming-3-5-million-netflix-movies-at-once-15-72-terabits-per-second-from-500-000-ip-addresses-tied-to-iot-botnet
https://www.linkedin.com/posts/dmitry-kurbatov_cybersecurity-telecomsecurity-databreach-activity-7396065517700194304-z7wl/

Target on Telecom:
Korea 2025 attacks
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21970 728.793772950 127.0.0.1 127.0.0.1

21971 728.793820463 127.0.0.1 127.0.0.1
21972 728.793848582 127.0.0.1 127.0.0.1
21973 728.793871943 127.0.0.1 127.0.0.1
21974 729.095668547 127.0.0.1 127.0.0.1
21975 729.095715318 127.0.0.1 127.0.0.1
21976 729.117173973 127.0.0.1 127.0.0.1

21977 729.136958725 127.0.0. 127.0.0.1
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e Denis Laskov on LinkedIn - Looking for vulnerabilities in a Wi-Fi security camera: from
hardware to fuzzing and back (link)

e  Eric Priezkalns on LinkedIn: "Global Telco Suspended from Anti-Fraud Consortium after CEO
Accused of ‘Breathtaking’ $500mn Loan Fraud..." (link)

e Cybersecurity Dive: FCC eliminates cybersecurity requirements for telecom companies (link)

@ Smartphones, Devices, Wearables & Gadgets

e Richard Haas on LinkedIn: "For those of you that aren't gamers, you may have missed the
recent announcement of the Steam Frame, a VR headset designed for gaming. There was an
interesting spectrum aspect to this. The device will use a dedicated 6 GHz connection to
enable streaming between the headset and your PC..." (link)

e Qutlook India: Samsung Faces Backlash Over Alleged Installation Of 'Unremovable' Israeli
Spyware On Its Phones (link)

e Emil Bjérnson on LinkedIn: "Have you tried the hidden field-test mode on your phone? ...
(link)


https://www.linkedin.com/posts/dlaskov_cybersecurity-technology-infosec-activity-7397694164852838400-cj3P/
https://www.linkedin.com/posts/ericpriezkalns_global-telco-suspended-from-anti-fraud-consortium-activity-7396081001686388736-JAWH/
https://www.cybersecuritydive.com/news/fcc-eliminates-telecom-cybersecurity-requirements/806052/
https://www.linkedin.com/posts/richardhaas99_for-those-of-you-that-arent-gamers-you-activity-7396150313952374784-Xy1f/
https://www.outlookindia.com/international/samsung-faces-backlash-over-alleged-installation-of-unremovable-israeli-spyware-on-its-phones
https://www.linkedin.com/posts/emilbjornson_the-hidden-app-that-tests-the-mobile-network-activity-7396219877851566080-2G_B/

® Al, ML & Automation
e Ruth Brown on LinkedIn: Trust, Al agents and chasing the autonomous network dream (link)
® Wi-Fi

e Mohamed Abbas on LinkedIn: "Today was an interesting #Wifi deep dive session at WiFi
NOW World Congress event in Dubai..." (link)

@® Quantum Networks & Technology

e James Crawshaw on LinkedIn: "Since we published our ‘ground-breaking’ ( Z8) report on
Quantum Key Distribution in August there has been a steady stream of related
announcements in the telecom industry..." (link)

@ Other News and Technology Stuff

e Ericsson Mobility Report November 2025 (link)

e Grammarly Rebrands Company as Superhuman, Introduces Superhuman Suite and
Superhuman Go (link)

e Reuters: Meta is earning a fortune on a deluge of fraudulent ads, documents show (link)

e The India Notes: WhatsApp owns India! (link)

@ Picture of the week: You may have noticed me promoting TrainComms over the past few weeks. |
attended the conference and was pleasantly surprised by how good it was. There were plenty of
discussions, trial reports, real-world equipment in the exhibition area and much more. | was
particularly impressed with the Starlink Tile, which can sit on top of a train and deliver strong speeds
and low latency. They are also offering pricing that is lower than that of mobile networks. It will be
interesting to see how many train operating companies decide to adopt it.
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 100-240VAC, 12-67VDC.

Happy to hear your thoughts. Feel free let me know what worked, what didn’t, how | can make this
better, etc. Get in touch over LinkedIn!

PDF version of this and previous newsletters are available here.


https://www.linkedin.com/posts/ruth-br_trust-ai-agents-and-chasing-the-autonomous-activity-7397275762216820736-SGhd/
https://www.linkedin.com/posts/mohamedabdelmonem5g_wifi-wifi7-wifi8-activity-7396575190282903552-lEV1/
https://www.linkedin.com/posts/jamescrawshaw_since-we-published-our-ground-breaking-activity-7396516002588540928-xJ6L/
https://www.ericsson.com/en/reports-and-papers/mobility-report/reports/november-2025?utm_source=3G4GGroup&utm_medium=Newsletter&utm_campaign=3G4G5G
https://www.grammarly.com/blog/company/announcing-company-rebrand-to-superhuman/
https://www.reuters.com/investigations/meta-is-earning-fortune-deluge-fraudulent-ads-documents-show-2025-11-06/
https://newsletter.theindianotes.com/p/whatsapp-owns-india?mc_cid=1404c3e931&hide_intro_popup=true
https://www.traincomms.com/
https://www.icomera.com/solutions/satellite-connectivity-for-rail/
https://www.3g4g.co.uk/Newsletter/

